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Executive Summary  
 
This documents reports about the first DESEREC dissemination workshop, held in the 2nd 
ESFORS workshop “Trust, Security and Dependability in Service Oriented Infrastructures”, July 
10th and 11th, 2007, Maribor, Slovenia. 
This report mainly focuses on the contributions to the workshop organization and sessions given 
by DESEREC. A comprehensive description and a complete report on the workshop is available on 
www.esfors.org. 
The report is organized as it follows: an introductory section briefly depicts the goals, the 
achievements and the results of the workshop, and then the full detailed program is introduced and 
commented. A more detailed section addresses the contributions to the workshop provided by 
DESEREC, and finally some results and conclusions are sketched. 
 
 
 
NOTE: D5.2 was originally conceived as CD-ROM(s) and web pages, as shown in the DESEREC 

Annex 1 – Description of Work “CD-ROM(s) and web pages containing the research and 
technical results presented at the first workshop”. This was selected by assuming that the 
organization of the workshop would have been managed by the DESEREC project only. 
On the other hand, the workshop has been organized jointly with other European Projects, 
and managed by the Coordination Action ESFORS, thus DESEREC hasn’t had the full 
management and control over the workshop organization, while the ESFORS consortium 
has managed the collection of the technical and scientific material presented at the 
workshop, making it available at www.esfors.org. 
As a consequence of the change of the DESEREC role in the workshop, the DESEREC 
management and the WP5 leadership agreed on changing the structure and the title of 
the deliverable accordingly. 
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1  Introduction 
The 2nd ESFORS Workshop on “Trust, Security and Dependability in Service Oriented 
Infrastructures” took place in Maribor (Slovenia) on July 10th and 11th, 2007, in the premises of the 
local Faculty of Electrical Engineering and Computer Science. 
The workshop was organized by the Coordination Action ESFORS, with the cooperation of the 
European Commission DG INFSO unit F5, the European Technology Platform NESSI, the Slovenian 
Technology Platform NESSI, the Network of Excellence RESIST, and the Integrated Projects 
SERENITY and DESEREC. 
Thanks to the valuable help of well known experts – such as Dr. Thomas Skordas (Project Officer, DG 
INFSO, EC), Prof. Antonio Lioy (Politecnico di Torino), Prof. Miroslaw Malek (Institute of 
Information, Humboldt-University of Berlin), Prof. Paulo Verissimo  (University of Lisbon) and Dr. 
Gregory Chockler (IBM Haifa Research Laboratory) – researchers and managers, coming from 
academia and industry of several European countries and involved in European projects in the ICT 
field, found a good and valuable opportunity for exchanging and merging research experiences and 
drawing the lines for future activities.  
The program of both days started with plenary sessions for introductory and keynote speeches, 
continued with the presentation of the European Projects officially represented and then went on with 
parallel sessions.  
On the first day parallel sessions were dedicated to R&D gap analysis and future (long-term) research 
topics. These sessions were based on focused discussions to get  common consensus  around a selected 
set of topics, such as – but not limited to –  security patterns, service composition and runtime issues, 
formal methods and specifications for design, development and testing of services, and presentations 
proposed by attendees and organizers. 
On the second day parallel sessions were based on a “brainstorming” methodology, and instead of 
structured inputs, open contributions have driven the discussions, in particular focused on “Resilience 
in Services and Service Infrastructures”. 
Finally, a concluding plenary session has synthesized and merged the results coming from the 
previous sessions, designing future directions of research on Trust, Security and Dependability of 
service oriented infrastructures, from their design to run-time management. 
DESEREC has provided several contributions to the workshop organization and sessions thanks to 
Prof. Antonio Lioy (Politecnico di Torino, Italy), keynote speaker on “Some thoughts for future RTD 
in secure software systems and services”, and to Dr. Luca Durante (IEIIT/CNR, Italy), member of the 
program committee and chair of session 1 of day 1 “Engineering dynamic & ad-hoc service coalitions: 
Design and operational (run-time) TSD aspects”, and to speakers from several other DESEREC 
partners. 
More information is available at http://www.esfors.org. 
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2 Workshop Organization 
The workshop was organized by Coordination Action ESFORS – European Security Forum for Web 
Services, Software and Systems, with the cooperation of: 
• European Commission DG INFSO unit F5-Security 
• European Technology Platform NESSI – Networked European Software & Services Initiative 
• Slovenian Technology Platform NESSI - Slovenian Technology Platform for Software & Services 
• Network of Excellence RESIST – Resilience for Survivability in IST 
• Integrated Project SERENITY – System Engineering for Security & Dependability 
• Integrated Project DESEREC – DEpendability & SEcurity by Enhanced REConfigurability 

and people belonging to the program committee come from the above organizations and projects. 
 

Program committee 
Alberto Dainotti  Univ. Napoli, Italy
Aljosa Pasic Atos Origin, Spain
Antonio Maña Univ. Malaga, Spain
Bostjan Kezmah Univ. Maribor, Slovenia
Domenico Presenza  Engineering, Italy
James Clarke Waterford Institute of Technology, Ireland 
Karama Kanoun LAAS, France
Louis Marinos ENISA Europe
Luca Durante IEIIT - CNR, Italy
Pedro Carvalho Univ. Lisbon, Portugal
Sandy Johnstone HP, United Kingdom
Neeraj Suri Univ. Darmstadt, Germany
Thomas Skordas European Commission
Tomaz Domajnko SRC, Slovenia
Volkmar Lotz SAP, France

 
Thanks to the Program Committe efforts, almost 70 people attended to the workshop. 

2.1 Workshop program 
A plenary session has opened the workshop: welcome by Dr. Thomas Skordas (EC), two keynote 
speeches and the presentation of the main FP6 projects involved in the workshop organisation. Then 
three parallel sessions took place, addressing three different sides of “Services infrastructures”. The 
second day has started with two keynote speeches, and then three parallel sessions addressing three 
sides of “Resilience in services and service infrastructures” followed. The workshop has been 
concluded by a plenary session, where the main results of the workshop have been introduced, and the 
future R&D trends in “Secure Software Systems and Services” have been summarized by each 
rapporteur. 

 
 
 
 
 
 
 
 
 



FP6 IP "DESEREC" - D<5.2><Report on the 1st DESEREC Dissemination Workshop> 

IST-2004-026600-DESEREC - D<5.2>  <version 1.0>   - <20/07/2007> Page 7 of 90 

 

Trust, Security and Dependability in Service Oriented Infrastructures 
in the context of 

Resilience in a Computer Supported Service Oriented Economy 
  

10th July 
Future R&D in Secure Software Systems and Services: Gap Analysis 

09:30 
10:00 

Welcome by Organisers and EC 

“Security, dependability and Trust in ICT-FP7: Coming Issues” 
Dr. Thomas Skordas (Deputy Head of Unit INFSO-F5 “Security”, EC) 

10:00  
11:00 

Keynote Speeches 
“Some thoughts for future RTD in secure software systems and services” 

Prof. Antonio Lioy (Politecnico di Torino, Italy) 

“The Power of Prediction for Adaptive, Dependable Service-oriented Computing” 
Prof. Miroslaw Malek (Institute of Information, Humboldt-University of Berlin)

11:00  
11:30 

Report on conclusions of previous Paris Workshop 

11:30 
13:00 FP6 Project Presentations: DESEREC, SERENITY, Resist 

13:00 
14:00 Lunch 

14:00 
18:00 

Three parallel sessions 
Complementing previous workshop (prioritisation and gap analysis) 

1 

Engineering dynamic & ad-hoc service coalitions: design and operational (run-time) 
TSD aspects 

Chair: Dr. Luca Durante (IEIIT - CNR, Italy) 
Rapporteur: Dr. Jean Christophe Pazzaglia (SAP Research Center, France)

2 
Scalable and adaptive ubiquitous service infrastructures 

Chair: Dr. Antonio Maña (University of Malaga, Spain) 
Rapporteur: Aljosa Pasic (Atos Origin, Spain) 

3 

Alignment of security and trustworthy services: Interoperable security policies, 
business, socio-economic and legal aspects 

Chair: Reijo Savola (VTT Technical Research Centre of Finland) 
Rapporteur: Prof. Bernhard M. Hämmerli (ACRIS, Switzerland) 
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11th July 
Resilience in Services and Service Infrastructures 

08:30  
09:30 

Keynote Speeches 
“Resilience Challenges in Service-Oriented Architectures” 

Prof. Paulo Verissimo (University of Lisbon, Portugal) 
"Towards a Peer-to-Peer Middleware Platform for Highly Scalable and Robust Service-
Oriented Computing" 

Dr. Gregory Chockler (IBM Haifa Research Laboratory)  

09:30 
13:00 

Three parallel sessions 
Resilience in service oriented infrastructures 

1 
Resilience in service oriented infrastructures 

Chair: Dr. Edgar Weippl (Secure Business Austria) 
Rapporteur: DR. Pedro Carvalho (University of Lisbon, Portugal) 

2 
Resilience in Software Systems and Services 

Chair: Prof. Peter Ryan (Newcastle University, UK) 
Rapporteur: Sandy Johnstone (Hewlett-Packard, UK) 

3 
Resilience in Business Processes 

Chair: Luca Save (DeepBlue, Italy) 
Rapporteur: Domenico Presenza (Engineering, Italy) 

13:00 
14:00 Lunch 

14:00 
15:00 Conclusions and closing Plenary Session 

 

2.2 Parallel Sessions 
Each parallel session has been organized in two parts: the first one for presentations proposed by 
voluntary attendees, selected during the weeks before the event and addressing one or more topics in a 
suitable set provided by the program committee. The goal of these presentations was to highlight the 
hottest topics in the field of security and dependability in service oriented infrastructures, and to 
provide the basis for the second part, where a public and open discussion about gap analysis, i.e. what 
has already been done and what it is expected or needed in mid / long term future research and 
development about “Trust, Security and Dependability in Service Oriented Infrastructures in the 
context of Resilience in a Computer Supported Service Oriented Economy”. 
Chairs and rapporteurs have collected the main emerged issues, and built a summary report presented 
in the closing plenary session where all summaries have been merged in order to provide a complete 
picture about the main lines of future R&D. 

Day 1 / Session 1 - Engineering Dynamic & Ad-hoc Service Coalitions: Design and operational 
(run-time) TSD aspects 

Rationale: 
Dynamic and ad-hoc service composition processes and resulting coalitions have been introduced 
already in FP6 and a number of security RTD projects addressed trust, security and dependability 
(TSD) issues that these new trends will impose during the service engineering lifecycle, as well as 
during the actual deployment and operation of such coalitions. Some of the solutions that these FP6 
projects are working on are typically making assumptions that might (or might be not) true. 
Furthermore, they are usually validated and tested in controlled closed environments where threats and 
vulnerabilities, as well as number of possible service combinations, are limited. Some of the research 
topics identified in the first ESFORS workshop, such as "Processes", "Security Engineering", "Formal 
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Methods,  Semantics, Patterns, Design Tools, Validation Testing" , "Dynamic (run and real time) 
issues, context, dependence,  complexity" etc belong to this group. 
Objective: 
The objective of this session is to perform gap analysis based on what has been done, under which 
assumptions (e.g. limited scale or not considering network infrastructure elements), and what else do 
we need. It should cover both the design and operational [run-time] aspects of SW systems and 
services, but also system testing and assurance related aspects. The architectural part needs to consider 
here the link with networks and network infrastructures, but also with embedded systems. 

Day 1 / Session 2 - Scalable and Adaptive Ubiquitous Service Infrastructures 
Rationale: 
Introduction of service oriented software and systems is bringing various new challenges, besides 
those related to dynamic and ad-hoc nature of service coalitions, and these have to be also taken into 
account. The main problem is, that at this stage, we are not even fully aware of possible problems that 
service orientation will bring, or, in some cases, we are not aware of the scale of potential problems. In 
other words, this session will deal with UNKNOWN or underestimated problems of future internet 
and service oriented software and systems. This includes prediction and behavioral analysis, 
scalability of services and infrastructure components, service mutations and adaptability, co-existence 
and compatibility, flexible TSD etc. We also need to address the current solutions that, while solving 
one particular problem, potentially introduce a new vulnerability or threat in the future service 
ecosystems. Some of the research topics identified in the first ESFORS workshop include 
virtualization, trustworthy computing, trust and reputation engines, security as service, distributed 
authentication and authorization services, but also issues not mentioned in the first workshop such as 
on demand security level (and TSD trade off mechanisms), hosting and outsourcing TSD, security 
process networks, event driven security etc. 
 
Objective: 
This would be forward looking type of session with visionary and roadmapping objectives. In essence, 
the basic objective of this session is obtaining a successful prediction and for this purpose “as if” 
methodology could be used. We will stimulate innovative thinking by introducing new ICT scenarios 
and elements with stronger limitations when attempting the simulation or replication of the outcomes 
from previous research. 

Day 1 / Session 3 - Alignment of Security and Trustworthy Services: Interoperable security 
policies, business, socio-economic and legal aspects 

Rationale: 
In the real world, decision making and investment in security is often a result of previous process, 
such as risk analysis, non-functional requirements, regulatory compliance etc., Building secure, yet 
dynamic business processes and business coalitions, should be also aligned with other issues such as 
business resilience or socio-economic aspects. Some of the research topics identified in the first 
ESFORS workshop include alignment with Business Objectives, change management, standardization 
and certification, interoperability, openness, the management of the security lifecycle, dynamic risk 
assessment and risk management, metrics, multidisciplinary approach, legal, socio-economic and 
socio-technical dimensions. 
 
Objective: 
In this session we look also on TSD environment and what we did wrong, what could have been done 
better or what changes have to be done in this environment. TSD is not standalone element nor does it 
have an objective in itself. This session should produce a list of recommendations of what further 
actions should complement technical work on secure services and systems. 
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Day 2 / Session 1 – Resilience in Service Oriented Infrastructures (SoI) 
Rationale: 
The “services” notion provides for a wide range of on-demand, scalable and adaptive functionality 
extending beyond the constraints of classical “systems”. It also makes the user transparent to the 
details of the systems/infrastructures providing the services. However, the SoI level 
transparency/adaptability comes at the cost of ever increasing complexity of the underlying service 
interactions, and the infrastructures provisioning the services. Obviously, the utility of SoI’s exists if 
they can provide stable services, resilient to either system, network or user level disruptions. SoI-
resilience is not only a fundamental challenge but also an unavoidable one to make SoI’s meaningful. 
 
Objective: 
The objectives of this session will cover (a) specification of the SoI operational space (the services, 
their interactions, the infrastructural aspects), and the related resilience considerations, (b) the 
mechanisms to provide for resilience in SoI (design-stage, operational-stage) and (c) measures of 
resilience and their validation. 

Day 2 / Session 2 – Resilience in Software Systems and Services 
Rationale: 
Software and middleware increasingly determines the core functionality and the services offered by 
systems and Service oriented Infrastructures (SoI's). As the diversity and the underlying systems/SoI 
grow, it is the underlying SW/MW primitives that facilitate this growth. Unfortunately, to adapt to the 
dynamic growth of systems/SoI's, the SW/MW approaches are often reactive in nature, and with 
resilience as an add-on property. Our current SW engineering approaches to resilient SW/MW work 
well for discrete systems and applications. As large scale, adaptive functionality systems/SoI's are the 
future, and also operating in unpredictable environments, a paradigm shift in designing SW/MW is 
warranted! Especially the need to explicitly incorporate resilience into scalable, adaptive (for 
functionality, environment and threats) and distributed SW/MW design is needed. The need exists to 
develop theoretically well founded principles and practical techniques, methods and tools for 
engineering such future resilient software systems, middleware and services to help software designers 
and developers cope with the complexity of upcoming systems and SoI's. 
 
Objective: 
The session aims to promote new software and middleware paradigms. The intended coverage is for 
design and development methodologies, practices, techniques and tools which will promote a 
resilience-driven approach to the design, performance, scalability, extensibility and maintainability of 
the resulting systems, together with means of assessing these properties at run-time. The session will: 
(a) review the state of the art in foresight-based architecting and design processes for engineering 
resilience into software systems, middleware and services; This includes examining complexity, 
dynamicity and context from different angles; in order to define characteristics of all resilience 
dimensions; and, considering the extent to which existing technology (e.g., trusted computing, 
virtualization) in system designs provides options to aid the attainment of these; (b) perform a gap 
analysis on the challenges facing practical deployment of new methods. 

Day 2 / Session 3 – Resilience in Business Processes 
Rationale: 
This session is about governance and engineering at organizational level of resilient business-critical 
services, related business processes, and associated assets. In line with the other sessions, Resilience is 
interpreted as the ability of an organization to perceive and cope with changes in the shape of risk 
induced by both internal and external events. The socio-technical nature of business organization has a 
profound impact on how resilience can be achieved in business-critical services and processes. The 
specificity of human “components” (or “liveware”. as some authors refer to them) prevent from 
adopting at organizational level the traditional tools conceived for pure technical infrastructure. When 
considering complex socio-technical system like large business organizations, performance variability 
of people, along with variability of business, customer risk and technological environment, prevent 
from obtaining an adequate predictability of possible future events required by traditional risk models. 
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In such a kind of contexts threats could also emerge from combination of normal behaviors. Resilience 
in business processes of organizations/enterprises, hence, requires both new conceptual tools and 
techniques and a shift towards a new resilient way of thinking. 
 
 
Objective: 
The objectives of the session are to investigate: (a) which are the currently available 
solutions/practices to govern shift of processes, strategies, and responsibilities required to improve 
resilience and (b) directions and priorities for future scientific investigations. and technological 
developments. 
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3 DESEREC Role 
This secsion is mainly focused on the role of the DESEREC project in the workshop, so it gives a 
partial view of the workshop. The complete view of the workshop is available at 
http://www.esfors.org. DESEREC has contributed to the workshop by means of: 

1. a program committee member (L. Durante – IEIIT) 
2. a keynote speech – “Some thoughts for future RTD in secure software systems and services” 

(A. Lioy – POLITO) 
3. DESEREC presentation (A. Lioy – POLITO) 
4. a session chair – Session 1 / Day 1 “Engineering dynamic & ad-hoc service coalitions: design 

and operational (run-time) TSD aspects” (L. Durante – IEIIT) 
a. some speakers in the session chaired by L. Durante: 

i. M. Aime (POLITO) 
ii. G. Csertán (BUTE) 

iii. L. Durante (IEIIT) 
5. some speakers in other sessions: 

a. Session 2 / Day 1 “Scalable and adaptive ubiquitous service infrastructures” 
i. G. Csertán (BUTE) 

b. Session 2 / Day 2 “Resilience in Software Systems and Services” 
i. G. López (UMU) 

This session addresses each contribution, and gives a detailed view, including presentations done by 
speakers not belonging to DESEREC, of the session chaired by L. Durante. 

3.1 Program Committee membership 
The L. Durante’s activity in the workshop program committee has been mainly focused on: 

1. the selection of the workshop topics 
2. the definition of the workshop program 
3. the selection of the contributions and speakers both of plenary (keynote speechs and speakers) 

and parallel sections 

3.2 Keynote speech and DESEREC project presentation 
The keynote speech “Some thoughts for future RTD in secure software systems and services”  (A. Lioy 
– POLITO) was focused on two main subjects: 

1. conflicts between business requirements and protection of the ICT infrastructure (and ways to 
solve these conflicts) 

2. compliance checking both for internal (e.g. audit) and external (e.g. regulatory) purposes 
Slides of this presentation can be found in Appendix and on the ESFORS website. 

 
The talk about DESEREC “An ICT for Trust and Security research project addressing the 
dependability of Information systems” (A.Lioy – POLITO) described the scientific approach (based on 
formal specification and analysis tools) and the foreseen 3-level architecture (self-healing, fast reaction 
and optimal planning). 
Slides of this presentation can be found in Appendix and on the ESFORS website. 

3.3 Day 1 / Session 1 - Engineering dynamic & ad-hoc service 
coalitions: design and operational (run-time) TSD aspects 
This section summarizes the output of the first session of the 2nd ESFORS Workshop entitled 
“Engineering Dynamic & ad-hoc Service Coalitions Design and Operational (run-time) TSD aspects” 
chaired by Dr Luca Durante IEIIT/CNR. 
Slides of the chair presentation can be found in Appendix and on the ESFORS website 
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Each speaker also provided some “State of the Art and Current Limitation” background about the 
subject of her/his talk, and sketched some “Gap Analysis”, i.e. which theoretical and/or technical 
limitation affects what she/he talked about. The concluding open discussion allowed to deepen the 
discussion, here summarized in the corresponding sections of each talk. Some further synthesis has 
been done, taking into account all the presentations, and summarized here in section 3.3.3 - Day 1 / 
Session 1 – Conclusions. 

3.3.1 Agenda 
The session was organised around three main topics related to the lifecycle of software components 
aiming to be deployed in the context of SOA. The speakers presented the vision developed within 
several EU funded projects namely SERENITY, DESEREC, DECOS, POSITIF and MOSQUITO but 
also by internal projects. 
 

• Design and Methodology 

o “Serenity Framework Rules” (P. Soria - ATOS Research) 

o “Modeling services for trust and security assurance” (M. Aime - Politecnico di Torino) 

o “Model-driven development of adaptive structures” (G. Csertán - BUTE) 

• Dynamic and Operational Aspects of SW Systems & Services 

o “Discovery, the Final Frontier” (J. C. Pazzaglia – SAP Research) 

o  “Security wrappers” (A. Waller - THALES) 

• Formal Methods 

o “Formal methods for the analysis of wide systems providing business services” (L. 
Durante - IEIIT/CNR) 

Chair 

Dr. Luca Durante (IEIIT - CNR, Italy) 

Rapporteur  

Dr. Jean Christophe Pazzaglia (SAP Research Center Sophia Antipolis, France) 
 

Slides of the following presentations can be found in Appendix and on the ESFORS website. 
 

3.3.2 Talk highlights 
3.3.2.1 “Serenity Framework Rules” 

P. Soria - ATOS Research – Serenity Project 

Abstract 

In the future, it is foreseen that large numbers of devices will have the capability and the 
need to communicate among themselves, as part of the provision of new services. 
Managing the security of such a large number of interconnections and devices will 
become even more complex.  This talk presents a model for security and dependability 
solutions, developed by the SERENITY project, that will allow for easy, centralized 
management of security properties, while also enhancing the security of devices and 
applications. 

State of the Art and Current Limitation 
Design patterns in Software Engineering gained popularity in the mid-90’s to capitalize the knowledge 
and to capture good practices in development. Initially dedicated to basic and well-known 
programming techniques (singleton, MVC, etc), they quickly broad their scope to address different 
issues including security.  
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Despite these efforts, patterns dedicated to TSD aspects are still problematic to capture and to reuse. 
These limitations are mainly due to the different models/abstractions used to describe them but also to 
the lack of tools enabling to use and to compose them automatically during the development phase. 

Gap Analysis 
The development of a framework enabling to capture, manipulate and inject patterns in the different 
software phases (requirement, development and monitoring) will greatly benefit to the community. 
This framework should be able to cope with automated combination of orthogonal (Security, 
Dependability, …) and vertical (Organization, Processes, Infrastructure) aspects. Once an adequate 
framework developed, the expert community will be able to create a large library of reusable TSD 
patterns that can be used in everyday work by business analyst, software developer and network 
administrator. 
 

3.3.2.2 “Modelling services for trust and security assurance” 
M. Aime - Politecnico di Torino – DESEREC Project 

Abstract 

The DESEREC project has defined a modelling framework for describing services and 
their configuration on top of the system infrastructure. Based on these models we 
compute security and dependability metrics for planning and deploying management 
procedures in the live system. 

In this talk we discuss how to extend this approach to ad-hoc service compositions. 
Moreover, we discuss how assess security and dependability assurance of resulting 
coalitions. 

State of the Art and Current Limitation 
In the past decade, specific description languages have been tailored to model different aspects of 
systems. Concurrently reasoning techniques have been enhanced to analyse the security and 
dependability properties of different subcomponents of the solution (for example network 
architecture). The modelling cost and the absence of overall framework suitable to analyze the global 
properties (for example security level) and to capture the dynamic of SOA solutions is a major 
limitation of the existing work. 

Gap Analysis 
The introduction of an overall modelling framework enabling to capture TSD & compliance for SOA 
will enable to analyse their expected behaviour, reliability and threat resistance. In order to provide 
both qualitative and quantitative analysis, this framework would benefit to the definition of metrics 
suitable to measure TSD properties, these metrics could then be used at run-time for monitoring 
purpose. Finally, in order to circumvent the cost associated with a formal definition of the system, we 
can envisage to upgrade automatically the model based on the observation of the running system. 
 

3.3.2.3 “Model-driven development of adaptive structures” 
G. Csertán – BUTE – DECOS and DESEREC Projects 

Abstract 

The DECOS project addresses the development of safety-critical and dependable systems 
in the automobile, aerospace and industrial control domain. One of its main goals is to 
provide model based methods and tools for the different development phases including 
specification, design, implementation, validation and verification. Tools are integrated 
into a coherent tool chain in order to fully support the MDD (model driven development) 
approach on an integrated platform. 

State of the Art and Current Limitation 
In order to cope with the critical constraints involved in the development addressed by DECOS, the 
chosen approach was heavily model driven. The broad scope of the solution raises the issue of the lack 
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of integration between the different tools and the difficulty to introduce new tools in the development 
chain. Using a formal approach, required by the model-driven nature of development often requires 
mathematical tools and skills that are not found in mainstream developers and analysts.  Formerly 
models have been transformed in an ad hoc manner between tools (point-to-point). 

Gap Analysis 
The main challenge of such approach is to seamlessly integrate formal analysis in the software 
development chain. In order to achieve this goal, tools should be open and enable multi-model 
manipulation in a coherent fashion. Models and analysis techniques should also evolve to deal with 
more dynamic aspects that are present in modern hardware and software platforms. 
 

3.3.2.4 “Discovery, the Final Frontier” 
J. C. Pazzaglia – SAP Research – MOSQUITO Project 

Abstract 

Highly dynamic systems such as Internet-wide SOA model face a set of challenges with 
respect to Services Discovery. In such applications, the discovery strategy should cope 
with the heterogeneity of services and platforms, with the complex semantics of service 
descriptions, with the scalability of the solution, and with mandatory requirements from a 
security and dependability perspective. In this talk we will highlight the research 
challenges related to Services Discovery, a field which is largely ignored. 

State of the Art and Current Limitation 
Service Discovery is a critical element to achieve a vision of highly dynamic and self configurable 
delivery of services in SOA environment. Despite this importance, current service discovery are 
limiting themselves to core technical functions (WS-Discovery) or mimics registries (white, yellow 
and green pages in UDDI). Although extensions have been proposed to use metadata or ontology 
based description of services, discovery protocols assume basic matching capabilities on the registry 
side and never take into account how to build a coherent chain of services complying with non-
functional properties (SLA, Security, etc). Similarly, specific threats to the discovery phase are not 
addressed in standards and require enhanced cryptographic mechanisms to cope with large population 
of services. 

Gap Analysis 
New Service Discovery protocols should go behind state of the art security mechanisms (SSL) to take 
into account security and privacy concerns specific to the lookup or advertisement phases. The 
introduction of a common, standard, language dedicated to TSD properties would also enable to take 
into account non-functional aspects by the registries or in peer to peer setup. The description of these 
features should be used during the matching stage; moreover they may require using advanced 
discovery protocol enabling negotiation. Ultimately, discovery services should also be able to propose 
coalition of services able to insure end-to-end guarantee in term of security, QoS or SLAs. 
 

3.3.2.5 “Security wrappers” 
A. Waller – THALES 

Abstract 

When dynamically constructing systems from component services, there is a problem of 
matching the security requirements of the system as a whole to the security provided by 
these services. Component services that meet all of the security requirements may not be 
available, and even if they are, they may not be fully trusted. In this talk, we put forward 
the idea of "security wrappers" as a way to deal with this problem. 

State of the Art and Current Limitation 
When creating an ad hoc, dynamic system-of-systems from component services one should perform a 
security requirements analysis for the whole system, and should select individual services to meet the 
system requirements (including security requirements). However, it is difficult to discover the security 
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properties of component services and services meeting these security requirements may not be 
available. Finally, even if they are available, they (and their operators) may not be fully trusted. 
Wrapper technologies have been developed to address interoperability or safety features, we argue that 
similar technologies can be used to insure TSD properties. 

Gap Analysis 
The development of “security wrapper” around each individual component service could be part of the 
solution. They may enable monitoring the compliance of partially trusted component services with the 
security policy/requirements. They can also be used to enforce or otherwise compensate for security 
requirements that are not met by component services. These security wrappers would need to be 
tailored to individual services, and, ideally, could be created at runtime. Security patterns may be used 
to select appropriate monitoring and enforcement technologies from a “toolbox” for wrapper creation. 
Only, a small amount of research has been done in this area and in related technologies, but it appears 
to be a potential long-term research challenge candidate. 
 

3.3.2.6 “Formal methods for the analysis of wide systems providing business 
services” 

L. Durante - IEIIT/CNR – DESEREC Project 

Abstract 

On large and complex distributed systems hardware and software faults, as well as 
vulnerabilities, exhibit significant dependencies and interrelationships. Being able to 
assess their actual impact on the overall system dependability by means of exhaustive 
formal analysis is especially important. Here we propose a unifying way of describing a 
complex hardware and software system, in order to assess the impact of both 
vulnerabilities and faults by means of the same underlying reasoning mechanism, built on 
a standard Prolog inference engine. Some preliminary experimental results show that a 
prototype tool based on these techniques is both feasible and able to achieve encouraging 
performance levels on several synthetic test cases. Moreover, the underlying simplifying 
assumptions are deeply investigated and justified, and the main open issues are 
highlighted. 

State of the Art and Current Limitation 
Formal methods allow performing exhaustive analysis with mathematical rigor on systems according 
that the system has been formally described.  
Security analysis deals with the security properties of a system. It checks what can happen if a 
malicious agent can gain access to hosts in the network. Typically a host can be attacked if it suffers 
from some vulnerabilities. Indeed, our analysis in this sense in focused on the study of potentially 
exploitable vulnerabilities in the system. This kind of analysis bring as results, information on which 
hosts in the network can be compromised by an attacker.  
Dependability analysis, instead, takes the form of determining the dependencies within the nodes 
and/or services of the network. Then it shows the effects / consequences of faults in an element (node, 
service) of the system. 
These analysis have much in commons since they both need a precise modelling of the elements of the 
system analysed and they work on dependency models. While these techniques are able to provide 
meaningful results, they have to be scalable in order to handle real large network. Moreover to insure a 
large coverage they should cope with a large set of languages used to describe different elements, and 
they will greatly benefit from standard scanners able to gather information from heterogeneous 
systems both at deployment and run-time. 

Gap Analysis 
Today standard languages able to describe the whole system in an integrated way do not exist, while 
different languages can be used, the semantic attached to shared concepts may be slightly different and 
may cause some inconsistencies to compute global analysis. Moreover, in order to perform formal 
analysis these languages are processed or, even worst, translated by hand to an abstract model and the 
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analysis results are expressed in term of the abstract system models. However, to help the designer, the 
results of the formal analysis (carried out on abstract system models) have to be translated back to the 
abstraction level daily used in the design stage. The current models and analysis techniques have 
difficulties to handle large systems: this is mainly due to the complexity of the involved computation 
but sometime also to the complexity to handle result of the analysis. Moreover vulnerability and fault 
propagation analysis is feasible on networks providing high level business services if simple 
vulnerability, fault and dependency models are used. Dynamic behaviours of components such as 
modern firewall and routers are difficult to model and naïve approaches are suffering from an 
explosion of states during formal analysis. 
The current analysis frameworks also lack of integration among the different useful tools that can be 
used in the design and run-time phases and that may involve simulating, emulating, testing and 
monitoring techniques. Finally the lack of suitable languages and standards for representing all the 
involved information is a limitation both for designers and for the development of tools able to 
automatically collect information. 

3.3.3 Day 1 / Session 1 - Conclusions 
A consensus quickly emerged on the lack of, and the difficulty, in providing a global, integrated and 
uniform vision of the different components of IT services. The problem is complex and may involve 
the development of languages able to provide a horizontal (functional and non functional properties of 
systems) and vertical (different layers form organization structure to the operating system and devices) 
coverage of systems. Since we are conscious of the difficulty to populate such model when dealing 
with already existing systems, we do believe that this development should take into the very beginning 
the possibility to implement a feedback loop between runtime and the model (monitoring, self 
configuration, …) by means of scanners, for example, together with the ability to populate 
automatically the runtime aspects of the model during deployment. 
To be effective such model should also be able to adapt itself to the different usage, needs and users 
(from business analyst to system administrator) and be natively integrated in standard software 
development tools. Model and associated analysis techniques should evolve to enable modular design 
and to offer better support for dynamic aspects of resource access and loosely coupled systems 
supported by a set of flexible and open tool chain. This will ultimately benefit to the simplification of 
the design, development and deployment phases. 

3.4 Other DESEREC presentations 
A couple of presentations about DESEREC, done by DESEREC partners, have been done in other 
sessions. Here some details. 
A copy of the presentations can be found in Appendix and on the ESFORS website. 

Day 1 / Session 2 – “Scalable and adaptive ubiquitous service 
infrastructures” 
Dependability and Security Metrics  

G. Csertán - BUTE – DESEREC and DECOS Projects 

Abstract 

A metric is a precisely defined method to associate a number with an attribute.  In IT 
systems the metrics are used to assess the system against non-functional requirements 
such as performance, availability, throughput, security. The main problem in defining 
metrics is that their semantics should be clear, but diverse interpretations in various 
contexts should be allowed. In DESEREC an engineering oriented metrics system has 
been defined that supports the continuous monitoring of performance, dependability and 
security aspects of the system and allows for both fast cicatrization and hot reaction for 
system reconfiguration. 
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Day 2 / Session 3 – “Resilience in Business Processes” 
Defining operational plans to provide dependability and security  

G. López - UMU – DESEREC Project 

Abstract 

The aim of this contribution is to describe the current work being done in the DESEREC 
(DEpendability and Security by Enhanced REConfiguratiblity) project, about the 
definition, design and deployment of an Operational Plan for dependability and security 
infrastructures. This plan includes the set of Operational Configurations available to be 
used on a real system and the set of Detection and Reaction scenarios related to each 
configuration.  

This contribution will briefly introduce the DESEREC modelling framework, based on the 
modelling of requirements, policies and configurations by means of a layered 
infrastructure. Then, it will be focused on the definition of the meta models for 
operational plans, which includes the definition of high and low level concepts: 
Operational Plans (OPs), Operational Configurations (OCs); and Detection and 
Reaction Scenarios. 
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4 Conclusions 
The first DESEREC dissemination workshop, held in the 2nd ESFORS workshop “Trust, Security and 
Dependability in Service Oriented Infrastructures”, was a successful event, both because of the role of 
the DESEREC project in the organization of the workshop and the number and the scientific and 
technical quality of the presentations provided by the DESEREC partners. 
Moreover, the joint official presence of four European Projects has allowed, on the one hand, to show 
the DESEREC technical and scientific achievements to a broader audience and, on the other one, to 
compare, share and merge the DESEREC experience with other European projects on Trust, Security 
and Dependability, leading to a common view of the gap between the current approaches and solutions 
and the real needs of the ICT community, i.e. scientists, managers and users. In particular, see slides 
“Conclusions and plenary session” in Appendix and on the ESFORS website, the DESEREC approach 
has been explicitly indicated as the leading one in trying to fill this gap. 
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Appendix 
This appendix collects all the presentations done by DESEREC speakers and all those done in the 
session chaired by L. Durante (IEIIT). Also the presentation “Conclusions and plenary session” has 
been added. 
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Some thoughts for future RTD in secure software systems and services 
Keynote speech – A. Lioy 
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Engineering Dynamic & ad-hoc Service Coalitions Design and Operational 
(run-time) TSD aspects 

Day 1 / Session 1 chair presentation – L. Durante 
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Defining operational plans to provide dependability and security 
G. López 
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