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-What is a Policy??

N Set of rules that determine the behaviour of the network, services and

applications
1=
certain condition(s) are present
THEN
specific action(s) are taken
N Example:

If ((trafficToOrFrom NetworkA) and (dayOfMonth is last10Days))
then securityLevel = high
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-Policy Rules

Basic building block of a policy (according to IETF and DMTF)

Composed by:
n One of more conditions (when the policy rule is applicable)

n One of more actions (what the network entity, service or application
should do)

Paolicy group

? Policy condition
Folicy rule 1.7

Policy action
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-Representing Policies

N Ideally based on standard information models and schemas for
Interoperabllity issues

n Although most current existing products (CISCO Policy Manager, HP
OpenView, ...) use proprietary schemas/languages

n Current possibilities (in chronological order):
Academic approaches: Ponder, KeyNote, etc.

Main standards (from the IETF and DMTF)
1 CIM (Common Information Model)

1 PCIM (Policy Core Information Model) and PCIMe (PCIM extensions)
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-SPL

n Language for policy specification
n Defines the desired behaviour of the networked systems and
applications
n SPL is based on the standard CIM of DMTF and XML technologies
http://www.dmtf.org/standards/cim
N A set of grouping classes has been extracted from the model in order

to represent these types of policies
It allows grouping, priority and classification of the policies

n Allows representing several types of policies
The syntax of each one is defined in his own SPL schema
SPL schemas are derived from xCIM Schema

N Uses references to SDL system model

The description of the system components should have been created
previously by the system administrator using SDL

@ DESEREC, an ICT for Trust and Security project @
PDF ¢

reated with pdfFactory Pro trial version www.pdffactory.com



http://www.dmtf.org/standards/cim
http://www.pdffactory.com
http://www.pdffactory.com

-SPL

N Main features:

Based on the CIM Policy Model

1 This model provides policy-based management by enabling an administrator to
represent policies in a vendor-independent and device-independent way

Supports filtering, authentication, authorization, channel protection
and operational policies

1 These are the currently defined types, but SPL can be extended to represent
additional types

Provides an XML schema for each type of policy

1 SPL is composed of five independent schemas, one for each type of policy which
is currently defined
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-SPL

N The object-oriented modelling used by CIM is based on UML

n Therefore, it is independent of any:
Hardware architecture
Operating system
Programming language

N The object-oriented modelling uses meta-schema to describe the
model (to represent something in real world)

N Schema: Group of classes with single owner
It is used for administration and class naming
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-SPL

UML (brief description)

n

Class: Collection or set of objects that have similar properties and
fulfil similar purposes

A class can contain properties and methods
Property: Describes the data of the class (also known as attribute)

Method: Describes the behaviour of the class and process that class
carried out

Class

i Aggregation
Person 1..n 0.1
 stri . Family
Property —p g‘%’:}‘g- ts’“_”ggt . Guardian
rhdate: datetime 1.n 0.1 Address: string
Method ———p| Age(AsOfDateTime): uint32 Children
Inheritance
0.1 0.1
Male Female |« Class
Marriage

i

Association @
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-SPL

N Inheritance: Describes the relationship of class that derived from

parent class, or superclass

In CIM convention, inheritance uses blue lines

N Aggdregation: Defines the relationship of an entity that is made up of
some other entities, or a part-of relationship

In CIM convention, aggregation uses

lines

N Association: Describes the relationship between two classes or two

Instances

In CIM convention, aggregation uses red lines

Class

Property ——p

Family

Address: string

|

l Aggregation
Person 1.n 0.1
Name: string Guardian
Birthdate: datetime 1
.n 0.1
Method ——p Age(AsOfDateTime): uint32 Children
Inheritance
0.1 0.1
Female |«

Male

@ DESEREC, an ICT for Trust and Security project
PDF created with pdfFactory Pro trial version www.pdffactory.com

Marriage

!

Association

Class

O



http://www.pdffactory.com
http://www.pdffactory.com

-SPL

N Policies have the standard “rule” form:

If condition(s) then action(s)

n For instance: How to model a simple filter rule?

If ((TrafficTo equal HostA) and (TrafficPort equal 80))
then incomingTraffic = permit

n SPL follows the object-oriented data model of CIM
Classes: policy rules, conditions, actions...

Associations: a policy rule has one or more conditions, and one or more
actions

N SPL is defined on CIM schema v2.11
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-SPL

R FROM CIM CORE MODEL -===~-- - .

PolicySetAppliesToElement:

Policy (Abstract)

the PolicyRule class

A policy is defined by instances
(and groupings of instances) of T

ManagedElement (Abstract) :
(form Core)
t Each PolicyRule aggregates
— - PolicyConditions and PolicyActions

System
(Abstract, from Core)

I I ]
1 [ Dnlir‘\&f (Ahstract)

| &

On the aggregation of a PolicyCondition into a rule,
the GroupNumber property specifies the particular
group to which the condition belongs to

|

|

I . - ——

I PolicyCondition (Abstract) PolicyAction (Abstract)

| || PolicyConditionName: string[key] PolicyActionName: string[key]
|

|

= x *

Polic nditionInPolicyRule
b GroupNumber: uintl6

ConditionNegated: boolean |

N\ PolicyActionInPolicyRule

defines the grouping

\
PolicyGroup PolicyRule

PolicyGroupName: string[key] PolicyRuleName: string[key]

ConditionListType: uint16 {Enum}=1 |k
ok
/ >
/ |
ConditionListType property CIM Policy

\

ConditionNegated property indicates
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-SPL

SPL Language Architecture |
n Three main groups: I_E_f”_”f’_b_‘ftf

SPL

N Common elements

Concepts that are globally defined and common to some types of Policies
and Policy Groups

N Policies

The security policies describing the dynamic behaviour of the domain
being managed

n Policy Groups
The group of policies and the relation between them

@ DESEREC, an ICT for Trust and Security project @
PDF ¢

reated with pdfFactory Pro trial version www.pdffactory.com



http://www.pdffactory.com
http://www.pdffactory.com

-SPL

SPL definition for operational policies (reuses some CIM classes):

Policy
(See Policy Model)

A

PolicyAction
(See Policy Model)

PolicyCondition
(See Policy Model)

PolicySet
(See Policy Model)

PDI; c

System
(Abstract, from Core)

| 1
HostedService

PolicyRule

(See Policy
Model)

e

: :

T

StatusCondition

OperationalAction

OperationalStatus: uint16[] {enum}

Method: string
Parameters: string[]

1.n
StatusConditioninOperationalRule

OperationalRule

TN

*

Service

Name: string
StartService(): uint32
StopService(): uint32

* *

<>—OperationaIActionInOperationaIRuIe—operationa|Action|nService

*

ProtocolService

NotifyViaEmail(
[IN] Number: string,
[IN] Message: string): uint32
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-SPL

MOF (Managed Object Format)

n Language used by DMTF to describe CIM

n Derived from Interface Definition Language (IDL) to describe the
management information

N MOF syntax is a way to describe object definitions in text form:
Classes
Associations
Properties
Methods, etc.

n This language can be recognized by a compiler
A MOF file can be encoded in either Unicode or UTF-8 format
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-SPL

// T . T
[Abstract, Version ("2.7.0"), Description (
"ManagedElement is an abstract class that provides a common"
"superclass (or top of the inheritance tree) for the"
"non-association classes in the CIM Schema.") |

class CIM_ManagedElement {
[MaxLen (64), Description (
"The Caption property is a short textual description (one-"
"line string) of the object.") ]
string Caption;

[Description (
"The Description property provides a textual description of "
"the object.") ]

string Description;

[Description (
"A user-friendly name for the object...") ]
string ElementName,;

%
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-SPL

Mapping: CIM to XML Schema (xCIM)

n The CIM Schema is independent of any implementation
n CIM can be represented as several structured specifications

Meta Model CIM Meta Model
Level (class, property, association, ...)
A 4
Models Level CIM Models .
(core, common, extensions)
Implementation @/gg EE\\@
Level
MIB PIB WBEM XML

N The XML Schema is used to describe the CIM classes

N CIM classes and instances are valid XML documents for that schema
Each CIM class generates its own XSD fragment

n CIM element names are mapped to XML attribute or element values
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-SPL

Mapping: CIM to XML Schema (xCIM)

N Intuitive mapping between the CIM model and the XML schema

n For instance:
A CIM class and its properties can be mapped directly a complexType

element
<xs:element name="xCIM_A" type="CIM_A"/>
. :I| I|>
class CIM_A { <xs.complexType name="CIM_A
string AL: <xs:.sequence> |
SHiNG AD: | ———b <xs:element name="A1" type="string"/>
string A3: <xs:element name="A2" type="string"/>
}: 2 <xs:element name="A3" type="string"/>
: </xs:sequence>
</xs:complexType>
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-SPL

PD! c

Mapping: CIM to XML Schema (xCIM)
n A CIM instance can be expressed into XML using the XSD generated

from CIM class.

Instance of CIM_A
{
Al="value Al";
A2="value A2";
A3="value A3";

3

N We can perform a similar translation to the rest of CIM elements:

<xCIM_A>
<Al>value Al</Al>
<A2>value A2</A2>
<A3>value A3</A3>
</xCIM_A>

Inheritance, object identification, associations, and so on
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-SPL

SPL example of applicability

n Typical network scenario:
Routers
Switches
Firewalls
Servers

n We can define policies to:
Filtering
Authentication
Authorization
Channel protection

SPL(3)

SPLi4)

A DESEREC’s goal is to provide
new types of policies to manage
dependability issues
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5PL{3)
L= |

File server
3un Fire v20z

@
Ettwerred Swileh
[FET] LA
2 Li: [vians | VLANT
SPL{3) SPLIZ)
SPLi4) SPLi4}
,T SPL{T)
a SPL{4)
Mail, News
Web server and q‘.‘:
PKI server "
Sun Fire w20z %
Development
server
Sun Fire v20z

PWR server farm

Legend:

(1) Filtering

(21 Authentication
(3) Authorization

(4) Channel Protaction
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-Types of policies in DESEREC

In DESEREC two main types of policies are needed:

n Configuration policies
They specify an operational planning, defining how the system should work
They are translated into a full configuration which is applied by WP3

N Reaction policies

They specify how to monitor the system for incidents, and what to do if
they happen

They are related to both WP4 and WP3

Configuration policies Reaction policies

» Routing and filtering policies | « Monitoring policies
» Authentication policies » Reconfiguration policies
» Authorization policies
» Channel protection policies
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-Types of policies in DESEREC

Configuration policies

N Routing and filtering policies
Rules that define the routing and filtering criteria used in a network element
(i.e. policy target)
The routing policies are bound to control traffic flow
1 Change metrics and path attributes, deny or prefer certain routes, etc.

The filtering policies define the filtering requirements used in a network
element

1 Source/destination address

1 Source/destination port

1 Protocol type: TCP, IP, ICMP, etc.

1 Others: it can be extended to other rules types

They can be used to specify a high-level operational plan for routers and
firewalls, which can be translated into their appropriate configurations
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-Types of policies in DESEREC

PD

Configuration policies

N Routing and filtering policies

FPolicy
(See Policy Model )

*

PolicySet

(Seea Policy Model )

T

PalicyRule

(See Policy Model)

PolicyCondition
(See Policy Model)

T

PolicyAction
(See Paolicy Model )

T

PacketFilterCondition

(See Policy Medel)

RoutingAetion

Action: uint15 {enum}
AttributeAction : uint 16 {enum}
BGPAction: uint16 {enum}

A 1.n BGPValue: string
RemarkActon: untté {enum}
Remark'/alue: string
ConditioningAction - uint16 {enum}
OtherConditioningAction : string
ConditioningValue: string
PacketCondition InNetworkRule
{
Fittered BGPAtributes
*
RoutingRule - BGPAttributes
* (Ses Network Model{BGP))
* w %k
BGP BGPRouteMaps Haosted
ReutingPolicy InRoutingPolicy BGPAttributes
HostedBGPRouteMa
* * {\} w ok 1 | 1
BGPService BGPRouteMap AutonomousSystem

(See Metwork Model (BGP))

(See Network Model (BGP))

(See Network Model (Systems))
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-Types of policies in DESEREC

Configuration policies
N Routing and filtering policies

[ sttrisutes
(| i_securitytevel | n The Filters tag describes the
varlpus fllters applied to the sys.tem
FilteringPolicy e N A Filter is used by network devices

S to identify routes by aggregating a

------------ 5 set of entries into a unit
—@EF N There are no actions associated

- ValdityTimeperiod [ with this policy.
The actions are implicitly defined for
each Filter: Deny / Permit
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-Types of policies in DESEREC

Configuration policies

N Routing and filtering policies

ManagedElement

(See Core Model)

*

PolicySetAppliesToElement

Policy

(See

Policy Model)

A

[% |

PolicySet

(See Policy Model)

T PolicyConditio

PolicyCondition
* | (See Policy Model)

ninPolicyRule ?

PacketFilterCondition

PolicyRule
(See Policy <—
Model) *

| *
FilterOfPacketCondition

|1

Entriesin

FilterList

0.1

Name: string {key}
Direction: uint16 {enum}

FilterEntryBase

Name: string {override, key}
IsNegated: boolean

FilterList T

FilterEntry

DESEREC, an ICT for Trust and Security project
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-Types of policies in DESEREC

Configuration policies

N Authentication policies

Rules that define the authentication criteria used for a identity (i.e. policy
subject) in a network element (i.e. policy target)

1 The subject of this identity may be a person, a process or a network element
Types of authentication that can be supported:

Shared secret

Account authentication

Biometry

Identity certificates

Kerberos

The PolicyConditions in an instance of AuthenticationRule describe the

various requirements under which the subject is considered as being
“authenticated”
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-Types of policies in DESEREC

Configuration policies
N Authentication policies

B attriputes n

AuthenticationPolicy [%]— - -~ Description ¢ N

----------------------------------------

DESEREC, an ICT for Trust and Security project
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Credentials describe the various
requirements under which a Identity
IS authenticated by the system

There are no actions associated
with this policy
Actions are implicit gWhen the

conditions of the rule are met, then
the Identity has been authenticated

The System tag represents the
system where the policy will be
applied

O
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-Types of policies in DESEREC

Configuration policies

N Authentication policies

PolicySet

(See Policy Model)

ManagedElement

PolicySetAppliesToElement

PolicyRule

PolicyRuleName: string[key]
ConditionListType: uint16 {Enum} =1

*

<]

PolicyConditionInPolicyRule

AuthenticationRule

(See Policy Model)

T

Identity

InstancelD: string {key}
CurrentlyAuthenticated: boolean (False)

PolicyCondition

PolicyConditionName: string[key]

i

PolicyTimePeriodCondition

TimePeriod: string

AuthenticationCondition

MonthOfYearMask: uint8[ ][Octetstring]
DayOfMonthMask: uint8[ ][Octetstring]
DayOf\wWeekMask: uint8[ ][Octetstring]
TimeOfDayMask: string
LocalOrUtcTime: uint16

(See

PolicyAuthentication)
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-Types of policies in DESEREC

Configuration policies

N Authorization policies

Rules that define the authorization criteria used in a network element (i.e.
policy target) for a identity or role (i.e. policy subject) based on privileges or
credentials

These policies comprise:

1 Target policy: the network elements (that is, SDL components to which this policy
will be applied)

1 Subject policy: the subject identity and/or the roles associated with him.
1 Privilege: authorization granted or denied

CIM defines the classes to represent the management concepts that are
related to an authorization rule

1 Privilege is the base class for all types of activities, which are granted or denied to
a subject by a target

1 AuthorizationRule is the specific class for the authorization policies
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-Types of policies in DESEREC

Configuration policies
N Authorization policies

=] sttributes

AuthorizationPolicy E]— Cp

N Subjects: Reference to identites or

|| Vi Treod roles

Subjects

Privileges

Systems

Targets
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-Types of policies in DESEREC

PD! c

Configuration policies

N Authorization policies

% | ManagedElement

MemberOfCollection

(See Core Model)

*

Collection

(See Core Model)

AuthorizationRuleAppliesToTarget

Identity

Privilege

InstancelD: string {key}
CurrentlyAuthenticated: boolean (False)

Role

Name: string {key}
BusinessCategory: string

*|
AuthorizationRuleAppliesToRole

InstancelD: string {key}
PrivilegeGranted: boolean (True)

* Activities: uint16 [ ]

* ActivityQualifiers: string [ ]
QualifierFormats: uint16 [ ]
RepresentsAuthorizationRights: boolean (False)

AuthorizationRuleAppliesToldentity

T

AuthorizationRuleAppliesToPrivilege

AuthorizedPrivilege

* PolicyRule

AuthorizationRule {E} *

* (See Policy Model)

: ]
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-Types of policies in DESEREC

Configuration policies

n Channel protection policies
Rules that define the encryption criteria used in a network element (i.e.
policy target) based on security associations
These policies can be:

1 IPsec policies: the security associations can be established statically or using the
IKE protocol

1 SSL/TLS policies

Instances of PacketFilterCondition are used together with SARule to define
which ciphering configuration should be applied to a particular traffic flow
(IKE, IPSec, SSL, TLS)
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-Types of policies in DESEREC

Configuration policies
n Channel protection policies

N Two types of channel protection
policies has been created:

e IPSecPolicy: It represents the

S———— -'"-._.!!Tf.‘r“.ﬁff_'.'i-‘. establishment of SAs between
L--"ggLi:'c:.;""i endpoints using the IKE protocol (or
{, SSLPolicy [ defining SAs statically)

SSLPolicy: Represents an SSL
communication between different
endpoints of the network
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-Types of policies in DESEREC

Configuration policies
n Channel protection policies

Policy
(See Policy Model)

| g |

PolicySet PolicyCondition
(See Policy Model) (See Policy Model)
PolicyRule PacketFilterCondition
(See Policy
Model)
1..n *

FilterOfPacketCondition
PacketConditioninSARule

SARule * 1 IPHeadersFilter
LimitedNegotiation: uint16 {enum} . FilterList HdrlPVersion: uint8 {enum}
i 0.1 % | HdrSrcAddress: uint8[] {OctetString}
HdrSrcAddressEndOfRange: uint8[] {OctetString}
i Network
(from Network) . . . HdrSrcMask: uint8[] {OctetString}
EntriesInFilterList

HdrDestAddress: uint8[] {OctetString}

IKERule IPsecRule SSLRule HdrDestAddressEndOfRange: uint8[] {OctetString}
HdrDestMask: uint8[] {OctetString}

HdrProtocollD: uint8

HdrSrcPortStart: uint16

HdrSrcPortEnd: uint16

HdrDestPortStart: uint16

HdrDestPortEnd: uint16

HdArDSCP: uint8[]

HdrFlowLabel: uint8[] {OctetString}

DESEREC, an ICT for Trust and Security project
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-Types of policies in DESEREC

Reaction policies

N Monitoring policies

Rules that define a configuration needed prior the desired monitoring
events can be received, such as setting up an SNMP agent to send traps
to a specific target upon specific conditions being met

N Reconfiguration policies

Rules that specify what reconfiguration actions must be taken when the
events defined by a monitoring policy are detected

Monitoring and reconfiguration rules work closely to
Implement DESEREC’s reactions for dependability
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-Types of policies in DESEREC

Monitoring policies

n They can be divided in two great groups:
System monitoring
1 Supervise critical parameters of a target system
1 These parameters can be detected using, i.e., SNMP software
1 Correct hardware operation, a component goes down, CPU workload, etc.
IDS monitoring
1 Monitor a critical system in front of internal/external attacks

1 This monitoring can be performed using an IDS software; i.e., SNORT software
1 Ports scan, buffer overflow, bad traffic, etc.
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-SPL extension for dependability

N System dependability in DESEREC is implemented as a policy based,
continuous “monitor and reconfigure” loop

Dependability relies on the enforcement of reaction policies
n Configuration policies for enforcing the operational plan are supported
In the current SPL specification, but some extension is needed for the
reaction policies
n Current operational policies only allow defining status-based rules
OperationalRule class aggregates StatusCondition
n In DESEREC, we need additional conditions for reaction policies:
Extend StatusCondition
Extend PolicyCondition

N The same happens with policy actions:
Extend OperationalAction
Extend PolicyAction
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-SPL extension example

High CPU utilization
N Based on OTE scenario for the Video on Demand service

n High CPU or port utilization may indicate an ongoing attack or
problem in the network
N The system administrator must be notified when:
A raise suddenly is detected in the CPU, or
The CPU climbs above a certain threshold

N The system administrator should be able to establish these values as
he considers appropriate, for instance:

Raise suddenly = 50% (workload) in 1 second
Threshold = 80%
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-SPL extension example

LICY NMAODEI

F—————— FROM CIM P

|

|

x (See P
A raise suddenly is detected in the CPU: A

50% (workload) in 1 second

The CPU climbs above a certain threshold:
80% (workload)

roTrTyoTT PolicyCondition PolicyAction
I | (See Policy Model) \ (See Policy Model) (Slee Policy Model)
| A
1 rry——=——=-—-- —— e
I | e — F—
I PolicyRule CPUStatusConditionRaise CPUStatusConditionClimhb
(See Policy Model) Time: uintl6 Percentage: uint16
| | Percentage: uint16
I— [E— - | I I
CPUStatusConditionRaiselnCPUOperationalRule
‘ CPUOpera%naIRuIe B\ CPUStatusConditionClimbInCPUOperationalRule

We extend PolicyCondition (from CIM)
to define 2 new types of conditions

|
|
|
|
|
J

CPUOperationalAction

X

DperationalActionInCPUOperationalRule

N

CPUPolicySetAppliesToElement
1

1.n

CPUProcessor

Family: uint16
CurrentClockSpeed: uint16
MaxClockSpeed: uint16
LoadPercentage: uint16

When a condition is fulfilled:
Notify to the administrator

Service

Name: string
StartService(): uint32
StopService(): uint32

Method: string
Parameters: string[]

x

CPUOperationalActionInService

?

CPUProtocolService

NotifyViaEmail(
[IN] Email: string,
[IN] Message: string): uint32

We extend PolicyAction (from CIM)
to define a new type of action

’ DESEREC, an ICT for Trust and Security project
PDF created with pdfFactory Pro trial version www.pdffactory.com
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-SPL extension example

Preserving system dependability when a web server goes down

N The master web server is up and running
n If the master web server goes down, the backup one must be active

DESEREC
FRAMEWORK

CONFIGURATION CONDITION

DESEREC fraﬁxqork needs:
Monitoring of the target system

N To know what happens|when the master web server goes down

To active the backup one
Notify to upper layers|in cwuraﬂon of the system is needed

\ FAST REACTION
LONG-TERM REACTION W
PDF c

reated with pdfFactory Pro trial version www.pdffactory.com

TARGET SYSTEM
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-SPL extension example

Policy

(See Policy Model)

A

PolicySet

(See Policy Model)

I

PolicyRule

(See Policy Model)

Unknown
Enabled
Disabled
Shutting Down

Starting

Enabled but Offline

PolicyCondition

(See Policy Model)

!

WebServerOperationaICom%on

OperationalStatus: uint16[] {enum} |

1.n

WebServerOperationalConditionInWebServerOperationalRule

Co*&terSystem PolicySetAppliesToElement

Unknown

OK

Error

Starting
Stopping | |
Stopped [
In Service |4

WebServerOperationalAction

Method: string

\ ComputerSystem

Name:
DescriptioN: string

g

EnabledState: uint16[ ] {enum}

Dedicated: uint16[ ] {enum} |~

Parameters: string[]

* |

WebServerOperationalActionIinService

rOperationalRule *
9
*
* WebServerOperationalActionInWebServerOperationalRule
*
Unknown Service
Storage tring
Router [0 o2 1
Switch
/ Firewall T
Web server
h WSFailureLongReaction

DeactivateMaster(): uint32

ThrowBackup(): uint32

NotifyViaConsole(
[IN] Message: string): uint32

’ DESEREC, an ICT for Trust and Security project
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-SPL extension example: Configuration

DETECTION
DETECTION SCENARIO SCENARIO
REACTION SCENARIO

OPERATIONAL
OPERATIONAL PLAN PLAN

’
’

(}eil Agent , ‘ Cell Agént

(X C
Item Agents
! g \_/

Item Agents

DESEREC ‘
FRAMEWORK

TARGET SYSTEM

DESEREC, an ICT for Trust and Security project
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-SPL extension example: When server goes down

DETECTION SCENARIO
Notify to the administrator REACTION SCENARIO

via console OPERATIONAL PLAN

Wmahzed event

(}eil Agent

Long-term reaction

!«z&@

ReF i%{&m%f st rr?actlon

e Ce"A*\’\e"t\A e @%‘é‘?%r

\ etection scenario
Normalized event

C The sensor of the item
i agent detects the fallen

X N VA
Item Agents : : Item Agents
Y, 9 N2 B 9 O

Web server .
(backup)

TARGET SYSTEM

DESEREC, an ICT for Trust and Security project
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1st Training Workshop, Wroclaw, 25-26 September 2006

Policy Modelling

Gregorio Martinez
University of Murcia (Spain)

Thank you!

[zl

DESEREC Information Society
Technologics
Dependability and Security by Enhanced
Reconfigurability
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